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Chapterl. it D FIEICDWNT

VE—F 7 R~OERERIIU T OFIEIC T TWE 9,

B FERIE DR
Cisco AnyConnect Secure Mobility Client D f » A b — L ITDW\T
VE—F 7RG IC D W T

MIEFICEE L s W& 1E, [Chapter6. + 7 Z7ARFDXIGICDOWT] 2 TS 7230,
XAR~==2 7%, Windows 10. macOS Catalina 10.15 Z W TERK L T F 7,
fEH 0SIck b, —HMERLEVBPELIGELH Y T,
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Chapter2. BNFIRIBICDOWLT

VE—F 7KROEEERTIZ. UTDORRy 7 ZHEREEL £ 9,

m PC
> ARL—F4 v 27 L (0S):
Windows 10 x86 (32-bit). x64 (64-bit)
Windows 8.1 x86 (32-bit). x64 (64-bit)

B Mac
> FR_L—F4 v 72724 (0S):
mac0S$10.14  (64-bit)
mac0S 10.15  (64-bit)
mac0S 11.2 AR (64-bit)

m Aty hF7—7
WA Y b7 =2 XV T 256, (tNAY NPT -2 X2 VT 4K Y -tk b, Bk
ERINGEELEHY 3, ZORRIT N F 2 ) 74 EHFICEMEDE W,
WA Y T =2 D A v 2=y FEEEREE CHELSZ T v,
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Chapter3. Windows 7 v k

Task1: Cisco AnyConnect Secure Mobility Client @ 1 > X

—J)LICDOWT

STEP-1

https://122.220.28.45 /ctct

Internet Exploler 7z & Web 77 v ¥ % CH L |

—

UF®O URL # AL £9,

Xhttp TlE72 < https & AL E T,

. HELHICA v A 72 2 =X W RIES

DT FL R, BHHERHOT FLATT, ECHEHT AT FLRICOXF LT
THNEL T,

a qC) https://122.220.28.45/ctct

IT - FFFHERSCTCEBY—ER

CTC #EY-—t2

[ owa-zam
NEHSET

2~ > 0@ acxss-camenv—-..

INHNSEIAE. ABEREZEWIASG.
REZHAVFISLEBANET,

RIF—DEHET TOY 0 b 5ET gD SERT

CTCHBY—EZR
Python [k 3%y ND—JER
=Rt ]
[e— >
=27 AOBARIBTE ST
PRI B IC B
BAS—HRRBAE
Micro H1rden|ng
Mﬂ@lﬁm
CTC HEY— tZAﬁ: Z’& W
- = & AT BIRBRT > FiiA > b
F—TFviEE 2ETLEVERFYIR—-VI 41U MRORS
) WEI-AME  \| EEFOFr>A—>\| BUMGE FEISA
2019%09H06H > £FE155 T (CEED TS DLY 2019/9/8
20194098020 _[Fy>R_—2] 2 - FE HERIBA—T V22 | OTADIv IENRTL BB |
20194088208
2019408H15H
2019%08A13H
e B 7 - |

BHTHFARE QRERE OYTbIvT

A

LRIV SRS

) ERETy
G 2AIIRLEURY
HEMRERIF v -
OJADT v FLEVER !

BREIEHErr > R—>

APIDS
HERAIRE TR LP|C®

CTCTAY /HLJ—Z@@

e [LinuX AP 28T
SENRSESRB!
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STEP-2 SSL-VPN v 7' 4 VH[HIBFKRINE T,
=P XAV —-FETRDOLEY ANLT, [Login] 27V v 27 LET,

USERNAME : ctct
PASSWORD : CiscOAs@

D2 —H =L NRT— VL, RO TH Y v T,
WHECHEAT 2 v 274 VISR LCld, HMEYHICA v 2+ 727 %2 —X bRk
THEANEL T,

e & https://122.220.28.45/~CSCOE O ~ @ € || & SSLVPN Service x
— .

m i

)
:‘y Login

Please enter your usemame and password.

USERNAVE
PASSWORD [ssmssmss |

[.Login |

(F) ELWART7—=F% AL TH, [Loginfailed.| £ FREINZEGHIE. 77 0%
DXEr a7 )T LTLEI N, 13 2X—YD [5-1, Fvv a2 )7 i
W, Frv i aDZ VTEEITLTLEI W, 20Kk, HEOOFIHE2LLVEL T
72 &0,

5o
\’Iy Login

= Login failed.

Please enter your usemame and password.

USERNAME: | |
PASSWORD: | |
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STEP-3 ELverfvc&sre, LTOMEATRRINET,
- [m} X
e @ https//122.220.2845/CACHE/ O ~ @ C & AnyConnect Installation S
"c','s'é'c;' AnyConnect Secure Mobility Client (2

G ‘ AnyConnect Secul

Download/

Download & Install

Download Automatic Provisioning

Download Cisco AnyConnect Secure Mobility Client and install it on your computer.

Download for Windows

122.220.28.45 7' anyconnect-win-4.7.04056-core-vpn-webdeploy-k9.exe (5.88 MB) X TRZZRFLZTA?

Instructions

@ IOEEOTM PC BRI T TEIABYES. g2 |v|| #vtuo

[Download forWindows | #7 ) v 7 L C, X7 vu—FRETT2ETHhABRELES
W,
% %%, AnyConnect Secure Mobility Client D 4 ¥ 2 F =L 7 7 A L HEITE - IRET % 5
Mrnzsoc, [FfT] 227Vvy 7 LET,
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STEP-4 AnyConnect Secure Mobility Client Dt v + 7 v 723545 L £ 3, LAF O Ic
BWT, [Next] 227V v 7 LET,

ﬁ Cisco AnyConnect Secure Mobility Client Setup X

Welcome to Cisco
AnyConnect Secure
Mobility Client Setup
Wizard

The Setup Wizard will install Cisco AnyConnect Secure
Mobility Client on your computer. Click Next to
continue or Cancel to exit the Setup Wizard.

o = I8

STEP-5 DT ommics T, Eflo [Tacceptthe terms in the License Agreement| @ 7
VAREVEERLC, [Next] 27V v 27 L %3,
ﬁ Cisco AnyConnect Secure Mobility Client Setup X

~5°
End-User License Agreement y & 3
o 2

Please read the following license agreement carefully

Supplemental End User License Agreement
for AnyConnect® Secure Mobility Client v4.x
and other VPN-related Software

IMPORTANT: READ CAREFULLY

This Supplemental End User License Agreement ("SEULA") contains
additional terms and conditions for the Software Product licensed underthe ,

(® 1 accept the terms in the License Agreement

(U I do not accept the terms in the License Agreeme\

Advanced Installer
%; é;a 3 A "76 77777 1N 1
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STEP-6 AVRAP—=VERIET 57201, LTOBEEICHE VT, [Install] 227V v 7 L
EQr R
ﬁ Cisco AnyConnect Secure Mobility Client Setup X
Ready to Install 7 B
The Setup Wizard is ready to begin the Typical installation : < 5 at;

Click "Install” to begin the installation. If you want to review or change any of your
installation settings, dick Back®. Click "Cancel” to exit the wizard.

Advanced Installer

<Back M Sinstal Cancel

STEP-7 I—F =T Hhv v MO T OMEEAEFR I NZ5EF. TIEve] 220
7LET,
I-t- PhIY b X
ZOPTUNRT A AICEEEMR B L &2FAILET
v

n AnyConnect Secure Mobility Client

B HDFITIT: Cisco Systems, Inc.
TPANVDAFF: ZOIVE1-5-EDN-F ;5147
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STEP-8 AVAP=ADETTEECLEOFHELET, A VA —ADBTETT 5 LU
ToEEAFRRENEDT, [Finish] 227V v 7 L9,
ﬁ Cisco AnyConnect Secure Mobility Client Setup X

Completing the Cisco
AnyConnect Secure
Mobility Client Setup
Wizard

Click the Finish button to exit the Setup Wizard.

STEP-9 AnyConnect Secure Mobility Client 25IEL { £ Y A b= &I N/ 2 & #HERL £
J, Windows DA% —+ A =2 —%F{\T, [Cisco] > [Cisco AnyConnect Secure Mobility

Client] &7V vy 7 L %3,

A § Access 2016
B Aok

C

- Cisco

a“, Cisco AnyConnect Secure Mobili...

(Ch e AnyConnect.. g

"§J Cisco AnyConnect Secure Mobility Client - X

- Ready to connect.
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Task2: #EEfchED

STEP-1 SSL-VPN %N, LT, VE—F T HREM~T 7 2t RDFERZITVE T,
Cisco AnyConnect Secure Mobility Client ® LA T DM IC 35T, [122.220.28.45/ctct] & A
JiL <. [Connect] #7 Vv 7 LET,

fs Cisco AnyConnect Secure Mobility Client = X

Ready to connect,

[122.220.28.45/ctct

STEP-2 AnyConnect Secure Mobility Client ® A T OHEHICHE T, 2 —F—F LY
—F%ZTigotsY AL, [OKl %27V vy 27 L%,

Username: ctct

Password: CiscOAs@

’SI Cisco AnyConnect | 122.220.28.45/ctct X

Username: I ctet

Password: | srxzeees

Please enter your username and password.

122.220.28.45/ctct

Copyright(C) 2020 CTC Technology Corporation All rights reserved.
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STEP-3 SSL-VPN 73fif37. X 415 & . AnyConnect Secure Mobility Client D[H[[A]23LA T D &

BHIZRY ET,

(s\i Cisco AnyConnect Secure Mobility Client —

y Q VPN
: Connected to 122.220.28.45/ctct.
122.220,28.45/ctct ;

00:01:59 Pv4

STEP-4 g~y F7ue vy 7 2EHL T3, Windows10 THIE, AL —F A= —
>Windows A7 4L V—) > a<wv F ey 7| oFECEEITE T,

STEP-5 a~v F ey 7 boWET, lipconfig]| 2~v FEFETLE T,
[192.168.253.x] DIP 7T FL ANBHSTECWE Z L #iERAL T3,

> ipconfig

EEE: O R JOYTM
‘¥>ipconfig
Eindows IP #5k

A—Hxy b PETE2— B—Hh)L T TEHK 4

E&HSEEAD NS Y7499 R . . .
L fe80__65ea_48d3 8192:6035%27

'J /’] a—AJL IPv6 7 FLX.
— L [PyR 7 K1, 8e:913b:74ce%27

IPv4 L [ e ©192.168. 253. 2
42:7'*'3 <X 1 255.255.255.0
FTIAINE H—broxA Do

f—Hy k PETH— O—HJL TYTHES 2

[ol@] % |

EHGEED NS 4274 9vH X . . . ¢

)ooBa—A)L IPv6 7 FLXR. . . . 1 feB0::b99f:e2cd:ddbe:d96d%18 E
IPvd 7FELZX . . . . . ... © 172.20.10.2 E
IRy M IR .. : 255.255. 255. 240

T2XILE F—Faxs . . . . 0 172.20.10. 1

Wireless LAN adapter A4 ¥ LR v hD—H ik 3:

QU ¥R S IS

§‘<i‘;

X [A—=%2v b 7X72— OO0, O4HilE. 0S -
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STEP-6 a~v F7u v 7+ Ol T, ping192.168.142.128] 2~ F&ZETL £7.,
[192.168.142.128 L DIHE ] BEREIND T L 2ERL T,

> ping 192.168.142.128

B 2B O R JOVT N [o[@] = ]

Microsoft Windows [Version 6.1.7601]
Copyright (c) 2009 Microsoft Corporation. All rights reserved.

C:¥>ping 192.168. 142.128 I

92.168.142.128 IZ ping ZZELTVET 32 A FDT—4:
92.168.142.128 MLDIEE: /34 M =32 BRI =303ms TTL=254
92.168.142.128 MEDEE: /34 FE =32 BRI =489ms TTL=254
92.168.142. 128 M5 DISE: /51 M2 =32 B =73ms TTL=254
92.168.142. 128 M5 MDIHE: /34 M3 =32 BRI =153ms TTL=254

192.168.142.128 @ plng et

Ny b8 BEE B2 =4, 8% =0 (0% DIBX).
92 F RY n’a)mgﬁrﬁ (* 'Jf’})

&/ = T3ms. =K = 489ms. Fi# = 254ms

C:¥>
STEP-7 AnyConnect Secure Mobility Client ® [Disconnect] % 2 J v 7 L. SSL-VPN $%
otz Ik L % 3
@ Cisco AnyConnect Secure Mobility Client - X

Connected to 122.220.28.45/ctct.

122,220.28.45/ctct

Copyright(C) 2020 CTC Technology Corporation All rights reserved.
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O
Chapter4. macOS v ~ 77 v 7
Task1: Cisco AnyConnect Secure Mobility Client D 1 > X

—JLIZDOWT

STEP-1 Web 77 v ¥ %iEE L, ALFTOURLEZ AL T,

https://122.220.28.45 /ctct

http TlE72 < https & AL 5,
XZDT FL AT, BHERHO T FLATY, THETHEHT AT FLRIcoX2F LT
. MBS HICA YA 72722 =X DR TENEL 9,

% https://122.220.28.45/ctct

CTCERY—EX i/ L—=>T
8 YA RE DEeXWE vy

ABREEENRTAS.
LEENET, S
EECEC D2BEA DEMETORN D LBECRE D EMLADYE

ABHSET NIF—DSET TO050 b 5ET HEH 5 RT LARILDSET
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VE— b 7 RERER~=2 TV

STEP-2 SSL-VPN v 7' 4 VHHBRR SN LT,

L PR AR —FETFROLEIANLT, (Login) 22V v 7 LET,

USERNAME : ctct

PASSWORD : Cisc@As@

X ERaL—F—H L 27— Vi, o7y v T,
XIMECHEMT 20 74 VIERICOEZE L Cid, IHEMHICA v A+ 727 2 =X D3|
WTENEL £,

8 122.220.28.45,

SSL VPN Service

y Login

Please enter your username and password.

USERNAME: [ctct
PASSWORD: |ssssesss L 24

Login

TR XS5, IELWARY —F&2 AJILTH, [Loginfailed.| ¢ RRIN2EH1E. 77 7%
DF ¥y a7 T LTLEI N,

(XL BB T TANNG]I D 1. F Xy aDZ )T I, Ty v a7 ) T2ETLT
-2

Z D%, HESTEPL1 DFIE2 LR VEL TLZE 0,

E
3
“

‘I%) Login
' Login failed.

Please enter your username and password.

USERNAME: | |
PASSWORD: | |

Copyright(C) 2020 CTC Technology Corporation All rights reserved.



) E— b 7 REHHERE =2 T L
STEP'3 IE[/<U7/f V"C?ék\ L‘/{‘F@@ﬁi))%ﬂ—:{éhiﬁ_o

& 122.220.28.45/CACHE/stc/1/index.html

AnyConnect Installation

cisco AnyConnect Secure Mobility Client @

S ¥ AnyConnegt Sél
Download/

Download & Install

Download Cisco AnyConnect Secure Mobility Client and install it on your computer.

P e
Download for macOS
it A

© Instructions

[Download formacOS| #7279V v Z L3,

about:blank

“122.220.28.45" TOY I O—REZHFATLETH?
‘Webt o MBRIBRET, 77/ EYVYO—RTEZWebY
1 hNERETEXY,

Frotll

Mlwos vy Foc, ¥y ve— FoFFa zldanz5a, 18] 22V vy 27 L,
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STEP-4 £y va— KX/ DMG 7 7 4/ [anyconnect-macos-("#%).dmg | %2 L
ER

TFANGDAN—=Y 3 VIFBRBRICK YV REIGARD VI T, HRTELEL, X7 Yy

ICT T ALERBE TS,

e T

:,: Dropbox B anyconnect-macos-4.7.04056-core-vpn-webdeploy-k9.dmg
B mEE-re

@) Airbrop

Py FIY—

© yvvn—-kr

# School

™ OneDrive

iCloud
@ iCloud D... @
G FzobvF
o

DMG 7 7 A v %Bd< &, Finder DF LW 4 Y FUDBBHE LT, pkg 77 AN EX TN Y v 7
LCETLET,

B AnyConnect VPN 4.7.04056

=

1EH ®

anyconnect-
macos-4.7.04...eploy-k9.pkg

STEP-5 AnyConnect Secure Mobility Client D 4 ¥ & + — A 23 L £ 37, AT Olijifiic
BwT, [HF2] 220y 2r7L%d,

#® AnyConnect Secure Mobility Clientdf > X k—JL

&5 Z%AnyConnect Secure Mobility Client-f > X k—5A

COYIRITPEAVAN—IVT B D ICRERFIRNARRENE
Yo
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Y E— 7RG~ =2 T v
STEP-6 LUT omfic s T, ffFFERNsFrInsoc, [Hisl 220y 7
L,
#® AnyConnect Secure Mobility Clientd- > X k—JL

fEFARTREEEA

. Supplemental End User License Agreement for
£3Y AnyConnect® Secure Mobility Client v4.x and other VPN-
(LA related Software

IMPORTANT: READ CAREFULLY

This Supplemental End User License Agreement ("SEULA") contains additional terms and
conditions for the Software Product licensed under the End User License Agreement ("EULA")
between You ("You" as used herein means You and the business entity you represent) and Cisco
(collectively, the "Agreement"). Capitalized terms used in this SEULA but not defined will have the
meanings assigned to them in the EULA. To the extent that there is a conflict between the terms
and conditions of the EULA and this SEULA, the terms and conditions of this SEULA will take
precedence.

In addition to the limitations set forth in the EULA on your access and use of the Software, You
agree to comply at all times with the terms and conditions provided in this SEULA.
DOWNLOADING, INSTALLING, OR USING THE SOFTWARE CONSTITUTES ACCEPTANCE
OF THE AGREEMENT, AND YOU ARE BINDING YOURSELF AND THE BUSINESS ENTITY
THAT YOU REPRESENT (COLLECTIVELY, "CUSTOMER") TO THE AGREEMENT. IF YOU DO
NOT AGREE TO ALL OF THE TERMS OF THE AGREEMENT, THEN CISCO IS UNWILLING TO
LICENSE THE SOFTWARE TO YOU AND (A) YOU MAY NOT DOWNLOAD, INSTALL OR USE
THE SOFTWARE, AND (B) YOU MAY RETURN THE SOFTWARE (INCLUDING ANY
UNOPENED CD PACKAGE AND ANY WRITTEN MATERIALS) FOR A FULL REFUND, OR, IF
THE SOFTWARE AND WRITTEN MATERIALS ARE SUPPLIED AS PART OF ANOTHER
PRODUCT, YOU MAY RETURN THE ENTIRE PRODUCT FOR A FULL REFUND. YOUR RIGHT
TO RETURN AND REFUND EXPIRES 30 DAYS AFTER PURCHASE FROM CISCO OR AN
AUTHORIZED CISCO RESELLER, AND APPLIES ONLY IF YOU ARE THE ORIGINAL END
USER PURCHASER.

UV h.. REF... R #ElF 3

BT, Ry 77y 7 L4 v Fyo [AETS] 22V vy 27 LE9,

COYIRIFZDAVAM—IERKTBICR, V7 bV PERBFEZNOFREICRE
BI2LELNBDET,

AVAN=IZHEITZICIE. ‘ARTZ'Z2IVvILTLEIV, 1YAM=)LZF¥
YEIWULTAVARN=—Z&KTI3HBEE. ‘ARLBWEIVYILTLREEW,

ERFFEENERD BrLBWL REY 3

STEP-7 A VAN —nZRRT 37201, LUTOEEICENT, [fvAb—n] 22
Vv 7 L%9,
#® AnyConnect Secure Mobility Clientd+ > X k—JL
“Macintosh HD"[C#R¥E1 >~ 2 h—)L
HU B ZOREICIE, IYE1—% Eic23.2 MBOFREHNRETT,

EFRFRESRAY 7t 227*Macintosh HD"lEZ DY 7 k9 = 7 £ %A Y X h—)L T
£V R h—IV5 Bl AYAR—ILEI Uy I LTLREE W,

1A=L OWES

AVAM—ILEEEE..

R3% AYAM=)
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Y e— b 7 AREHERER T =2 T L
STEP-8 AV RF— AR O T O AR X AT, 2 H 5O mac 1025 LT
WBERNRT—FE2ANLT, V7 vy 2T7%4 Vv A —0] 20 v 2 LT,

AVAR=FDBHUWY IR PEBAVAM=ILES ELTW
E 3

FATBRICIF/IAT—REAALTLEZ W,

1—tH'4: ctet

IRA D —R:

Frrel VYINDIFEAVAN=)

STEP-9 AVAL=ABRETTLETLEOIEDET,
AVAL—=ABETTHLUTOHEIRREINEDOT, [FLS] 22y 27 LET,

AVAR—IDBETLE U,

Lol

e FARTREZEM
AVA =I5
AVAN—ILOER

AVAR=IL AVAMN=ILDETUE LU,

VIR PRA VA R=ILENF LT,
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STEP-10 AnyConnect Secure Mobility Client 23IEL { £ Y A b —AE 722 L %R L %
ER

Finder #Bd\»C, [ 77V —+ 2] > [Cisco] > [Cisco AnyConnect Secure Mobility Client |
ZHERLT, X770y LT,

° P EDLEDE
< v %y B

A

32 Dropbox @ App Store
=, - 5 |

@ BoafEoroRE #° Automator

@ AirDrop v #m Cisco

AppCleaner

:,'A,: PFUr—3y @ Cisco AnyConnect Secure Mobility Client
= . = & Uninstall AnyConnect
(VECA @ Citrix Workspace
School W cotEditor
¢ Dashboard
32 Dropbox
iCloud @ Evernote

@ OneDrive

R\ 110.58 GBZ &

Cisco AnyConnect t ¥ =7 Ev V74 27747~} (Cisco AnyConnect Secure Mobility Client)
D3EEN L 5,

AnyConnect afan]n
Secure Mobility Client CiIsCcoO

Q VPN:

Ready to connect.

Connect

Copyright(C) 2020 CTC Technology Corporation All rights reserved.
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Task2: #EEfchED

STEP-1 SSL-VPN %N, LT, VE—F T FEM~T 7 2t RDERZITVE T,
Cisco AnyConnect Secure Mobility Client ® LA T O IC 35T, [122.220.28.45/ctct] & A
JiL <. [Connect] #7 Vv 7 LET,

('Sl Cisco AnyConnect Secure Mobility Client = X

STEP-2 AnyConnect Secure Mobility Client ® A T OHEHICH T, 2 —F—F L RY
—FZTFigotsY AL, [OKl %27V vy 27 LET,

Username: ctct

Password: CiscOAs@

$ Cisco AnyConnect | 122.220.28.45/ctct X

5 Please enter your username and password.

Username: Ictct

Password: | Erartee]

Please enter your username and password.

122.220.28.45/ctct

Copyright(C) 2020 CTC Technology Corporation All rights reserved.
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STEP-3 SSL-VPN 2337 X 415 &, AnyConnect Secure Mobility Client D H[[H 23 LA T D &
BOICRY £,
”ﬁe Cisco AnyConnect Secure Mobility Client - X

O VPN:
*"‘L} Connected to 122.220.28.45/ctct.

— [l

00:01:59 IPv4

STEP-4 Z—IFNAEIREL T,
(7705 —vav]| >[a—540F74 ] >TE2—3IF1N]| XTIV v 2L ET,
STEP-5 £ —3IFADOMEET, [ping192.168.142.128] a2~ F%ETL £ 7,

[from 192.168.142.128] »F /R IND T & 2R L T,

ol B Macintosh HD — zsh

CTCT ~ % ping 192.168.142.128

PING 192.168.142.128 (192.168.142.128): 56 data bytes

64 bytes from 192.168.142.128: icmp_seq=0 ttl=254 time=12.557 ms
64 bytes from 192.168.142.128: icmp_seq=1 ttl=254 time=12.107 ms
64 bytes from 192.168.142.128: icmp_seq=2 ttl=254 time=10.505 ms
64 bytes from 192.168.142.128: icmp_seq=3 ttl=254 time=12.029 ms
64 bytes from 192.168.142.128: icmp_seq=4 ttl=254 time=12.014 ms
64 bytes from 192.168.142.128: icmp_seq=5 ttl=254 time=17.099 ms
64 bytes from 192.168.142.128: icmp_seq=6 ttl=254 time=15.148 ms
64 bytes from 192.168.142.128: icmp_seq=7 ttl=254 time=12.065 ms
64 bytes from 192.168.142.128: icmp_seq=8 ttl=254 time=12.236 ms
64 bytes from 192.168.142.128: icmp_seq=9 ttl=254 time=12.013 ms

64 bytes from 192.168.142.128: icmp_seq=10 tt1=254 time=11.594 ms
64 bytes from 192.168.142.128: icmp_seq=11 tt1=254 time=12.166 ms
2L

--- 192.168.142.128 ping statistics —-—-

12 packets transmitted, 12 packets received, 0.0% packet loss
round-trip min/avg/max/stddev = 10.505/12.628/17.099/1.683 ms
CTCT ~ %

IWEDBERTXE L6, [control+c] Ty v L ET,
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STEP-6 AnyConnect Secure Mobility Client ® [Disconnect] % 27 Y » 7 L. SSL-VPN %
fez Ul L £ 37
® Cisco AnyConnect Secure Mobility Client - X

@D v
- Connected to 122,220.28.45/ctct.

122,220.28.45/ctct
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Task3: Parallels Client ® 1 > X k —JL

macOS ICEWT, VE—FT A7 by THEEZHHAL C, HERE~a 74 v 323 55084 T
. AJE®D [Parallels Client] T9 F { WhZhWiG&Hid, KIETHEMANL T3 [Microsoft Remote
Desktop] Z il {72\,

STEP-1 Mac App Store 2> 5. Microsoft YV €—F TR by 77 74TV b2 X T vna
—FL%3, [App Store| T [Parallels Client| T, £7/2IZ Tt URL Z AT L TL A X
v,

https://apps.apple.com/jp/a id600925318

2, parallels client (<] " Pa‘dbls

* Eoi3
M a3 ; 43 Xk kk%t  #26

Parallels Client

A HE53
& =L
Pl E

HiAaE

Fixed: Some keys might be redirected incorrectly when using the Italian keyboard layout.

® »5>1Y

FLOT, A VA=A 2EEIF, Fvvue—FRxyy TAF] LRRINET,

STEP-2 Ky vu—FRETT5ET. LEGKEbET. Ay va—FARTT5 L,
R vp () wkbsoc, (B 220 vy 2 LET,

) parallels client (<] " pa'dle‘s

w 5013
MBS 43 khk kv #26

Parallels Client

A t593
& Lo

e

Fixed: Some keys might be redirected incorrectly when using the Italian keyboard layout.
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Y e— b 7 AREHERER T =2 T L
STEP-3 Parallels Client /283~ % &, LT oA RR~INE T, BN 7Yy 27 L%

Parallels Client - %

llParllels’ BREShIEHENBDEEA,
J FLWEGEORMABREOERE 1 VR— N LETH?

14 Vik—b

STEP-4 D ToHEmEmicENT, [HEE#ERDP] #27V v 27 LT,

Parallels Remote Application Server

#R#RDP
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STEP-5 [H—n— ] DASIMHIC, A VAP T2 2K OVENINEZIPT FLRAEAS
LEd,

|| Parallels’

H—/\—:

BHEtE— N

LY RY4%A:

7LV VY ZDANIIERETT A, [HE=> v ] R PT AT ZRETE LT,

STEP-6 LUFolEicBB T, Bl voT4avzsz)y s LET,
TRIZ, 7vv PV g~y v &faE L =fHlTT,

Parallels Client - £
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STEP-7 AVAL 772 =XV ENINZ2—F—1EREANT LT T,
[2—F—%] & [NRT7=F] ZANLT, [l 227) v 7 LTLEI 0,

Parallels Client

] PﬂjS

A—H—RFEBNRAT—RHBELLBDEEA,

BETXS—HLRELILE

2 =t =
KA T—R:
ISAT— RE&EE

STEP-8 HEBRE~VE—FF TR 27 by TEECEE T, UBEOEREIR. v X T2
2 —DIFRITHE > TL 72X

e 14:28
EDDA g B
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Task4: Microsoft Remote Desktop D A > X b —JL

macOS IZ 5\ T, [Microsoft Remote Desktop| Zf\7zVE—+ TR 27 b v 7HHEZH L <.
HEBRE~0 74 v 3 35K ATT, BiJED [ParallelsClient] T F { WAz WAL, K
THTHB/ L T\ 3% [Microsoft Remote Desktop ] # it L { 72X\,

STEP-1 Mac App Store 2> 5, Microsoft YV €—FT R by 77 74TV b2 Xy vA
—FL %9, [AppStore] T [remotedesktop| THFR., T/IF Pt URL Z AL TL 72 &
v,

https://apps.apple.com/a id1295203466

Microsoft Remote Desktop 10

W Boi3
M TS

4 1%33

& %Lt
A BRT3

HRAE

In this release we've made some changes to improve interoperability with the Windows Virtual
. Vo bam ) Desktop service (https://aka.ms/wvd). In addition, we've included two small updates:

0B 7y75—k
7LEa—

FL®T, A VAP —AFT2EEIE, Fvvue—FRxys TAF] eRRIhET,

STEP-2 Ky vu—FRETT5ET. LEGKEbET. Ay va—FARTT5 L,
Frvp () wEbsoc, [ 220y 27 LET,

Microsoft Remote Desktop 10

w Boi3
A AT
A t%I3
& %Lt

Pl bR

In this release we've made some changes to improve interoperability with the Windows Virtual

. s atm U] Desktop service (https://aka.ms/wvd). In addition, we've included two small updates:
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STEP-3 77 ) WEOUCEG I OEHAF R EINET T AAEICR DY 50T S ENIE Not
now | DEIRTHHEVT A,

Microsoft Remote Desktop

Help us make your experience

better?

Sharing your usage and performance information with
Microsoft helps us to improve Remote Desktop Services.
You can stop sharing your information in Preferences at

any time.

Yes

STEP-4 Microsoft Y E— + 7227 b v 77 A4 T7 v FAEENL 1,
[AddPC| Z27 Vv 27 LET,

Microsoft Remote Desktop

PCs Workspaces Q

Add your first PC connection
to get started.

Add PC

Import your data from Remote
Desktop 8.

Import
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STEP-5 [PC name| DAJIMHIC, A VAP 772 =X DEHNINAZIPT FLAEZ AT

L9,
%ilF T, [Useraccount| D7V X 7 v A =2 —726 [Add User Account| %3ES & HH Y] 0 b

D EI,

PC name:

User account:  Ask when required

General Display Devices & Audio  Folders

Friendly name:

Group: | Saved PCs

Gateway: = No gateway

v Reconnect if the connection is dropped
Connect to an admin session
Swap mouse buttons

Cancel

STEP-6 AVAF 77 2—-X VW ENI N2 —F—EREANL L5,

[Username (2 —H#—4)] & [Password XAV —F) | ZAH LT, [Add] 227V v 27 L <TXK
7230y,

Add a User Account

Username:

Password:

Show password

Friendly name:
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STEP-7 STEP5 DOMHEICE Y 9D T, [Useraccount] D 7 NE T YV A= a2 —0b,
STEP6 TAJI L7z —H—%FIRNL C [Add] 227V v 27 LET,

PC name:

User account:

General Display Devices & Audio  Folders

Friendly name:

Group: = Saved PCs

Gateway: | No gateway

v Reconnect if the connection is dropped
Connect to an admin session
Swap mouse buttons

Cancel

STEP-8 BML7zavea—X—D0KRINLEDOT, T2V v LET,
Microsoft Remote Desktop

PCs Workspaces Q

-
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STEP-9

¢

STEP-10

SRR~ = 2 7

SFHEO L T —BNFRIN T T2, HIF T [Continue] #27 Vv 27 LET,

You are connecting to the RDP host " . The certificate couldn't
be verified back to a root certificate. Your connection may not be secure. Do
you want to continue?

Show Certificate Continue

HEBE~YVE— TR 2 by FEERCX T, UBOEREIZ. A VR T2

2 —DIFRICHE> TLTE T

14:28 E
2020/04/09 1

0 & 2 D) A
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Chapter5. #HMEE H D EHt A%

Taskl: VPN EEfcHESL

STEP-1 Cisco AnyConnect Secure Mobility Client Z #&&) L % 3,

Windows D&

AR —FA=2—%F\WT, [Ciscol > [Cisco AnyConnect Secure Mobility Client] & 27V
v 27 LET,

mac0S D&

Finder Zfd\»C.[ 7 7'V 7 — 3 v | >[Cisco ] > [ Cisco AnyConnect Secure Mobility Client |
EXTINT Yy LET,

STEP-2 Cisco AnyConnect Secure Mobility Client DLA N DHEICIHE VT, f v A+ 77 X
— X VEHNEINEZTFLAZANLT, [Connect] 27V v 27 LT3,

'S‘ Cisco AnyConnect Secure Mobility Client = X

Ir' Q VPN:
l—"'a Ready to connect.

alraln,
cisco

DHERE 7 F L 23, BHICHHENICE WA YA 7272 —X ) TENL 7,

N
E=E

[122.220.28.45/ctct | 3 EEHFHERHOT FLATH Y, WHELHIZFEHAL 2 A,
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STEP-3 AnyConnect Secure Mobility Client DA T DM ICHE T, 2 —F—H L RY
—FETiRotsY ANLT, [OK| 220y L%,

A Cisco AnyConnect | 122.220.28 45/ X

g Please enter your username and password.

Username: “

Password:

OK Cancel

WHEFER 7 A2 v ik, YHICHERNICBWTA VA F S 72— ) CRKHNL T,

=
Username [ctct], Password [CiscOAs@] iR O T Hw v b ThH Y WHEY HIXfHEH
LEHA,

STEP-4 DB ikd, Z#a—RIck W B AV 50T, HENTA v 257
2—X O ZTENL T,
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Chapter6. b~ 7 7 JLEFDXT iy

Taskl: Fvv>a207 U7

IELWART —F2 AL TS, [Login failed.| L RRINZEHIZ, 77V FDFrvak
7T LTLZZE N,

5o
\‘Iy Login

Login failed.

Please enter your username and password.

USERNAME: | |
PASSWORD: | |

*Internet Explorer D&

STEP-1 (AvE—y+AxTvav| 2270y LET,
= O
e @ hitps://122.220.2845/CAC O ~ @ C || @ AnyConnect Installation % @
ENBI(P)

TEAVOEEM)
FR2BEEY-UL

4 Clie‘n_‘t- Downlo g

=za=(p

AnyConnect Secure N saum
HEAR(Z) (100%) -
£-771(9
$4 NETFTY Ea-(2H
- 4#90-FOETR(N) Ctrl+

e -

B 51TV
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VE— b I RERER~=2T Vv

STEP-2 [(fvix—Fv b A7 av] o BFEDBERE] Nicks (i #2720 v 72
Lij_o
AV9-Fyk T3y ? X

28 w851 Y- DTV BE JOU5L BH@SE

m=-hA-J

ALEEN(R)

BHOR-L R-YOFTEERT IR, ThTROTRVAETTHHITA

http://www.school.ctc-g.co.jp/

RE0A-VEERQ | | EESER | HLIT0ERU)

A5-t79T

BEDEYY3V0OITHCEET 3(B)

M-LAR-INSEET 3(H)

RTBEE0REESERTIW

57
57 DR0 Web A-JDETHEEBELLT. E 97(2
BEOEE
—E5774)b. BE. Cookie, RESNIAAT-F. BLYU Web T-LDIERE
glRzLET.

FFAY
eo || EBO || JoMw || 1-7-AR0 |
@ VONDEER YATAERE L TEEIMTVNET
oo || wmvw || mRe |
STEP-3 FEDEREOHIFRIcCE T, [ &2 —=32y b—RK7 74 rEX T Web %1 b

DIFAN] . [Z79F—¢ Web¥ A4 FTF—

[HIBR] 22V vy 2 LEF,

£

BEOREDAIR X

CIBSEAY Web ¥4k F—52R15F3R)
BELAY Web F{ N)EEBEERIBLLY, A-VES(ERLLYI AN
EEEN3, Cookie £4 Y5-Fyh BT ERELET.
V5- 9 —BETPAVB LT Web T4 M) T2 4IU(T)
SR T D (ERT SEDEEENE Web A=Y, AA-TBLUAF(TD
E-T3.
%—¥ Web ¥4k 7-5(0)
A ERORESRI Web #4 MD/{T4-T VAR EOEBIZ Web #4 bz
&> TIN5 -[BRENET PSR AT -FR-2TF .
FE(H)
S L1 Web 4 N)— T3
049y0-FoEEW)
F990-RUETPALO—ZTF.
O 74-4 750
T AN EEERELEEOTT.

O RZ29-EP)
LIET PO E AL Web #4 MH 4 VA U3 3L EAT-FAEBIA TSN D&SIE,
KAD-FEBERBLETA LTS,

[1:EmWBAIE. ActiveX VT, BEURS 9T EBOT-5(K)

HIG-BENERASND Web F4 M) —F, BELLERESBMICRLEIE
TWIRIEEEN B DY/ MR T IRDICERT LA ERT 375, B&UMSYF
VFERERINT A TS,

HIEX(D) vl

[BRE] ©3 7FficF v 722 0nhT,
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STEP-4 A v xR =y FTavousvyFvicBnT, [OK] 2270y 27 LTV 4
vIFUERELE T,

STEP-5 Internet Explorer % FHCH) 3 % 72 ® . Internet Explorer DV 4 ¥ K v % 3 < CEf
C7fgic, HEEHL £,

STEP-6 b 9 &, SSL-VPN DEHEHE. %A TH &y,
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Task2: 1pve DML

— AR DEREEIC BT, SSL-VPN EHehEV FFIC Web 7 7 2 A Z (I LD E LA vV X —F v
F O FICEER ST 2 A REE D Y £ 3,

Z DL, —EFIC IPv6 Bt 2 mEhic L9,
STEP-1 UTo2200FEOWTIr2EML T, 2y b7 —27EGkEvE T3,
A 2V b= A3V %EHE, ROFIHECTIY v 27 LET,
(A T =2 A vE—3y1t+] > [AvbT7—2eEHFRvVE2—] > ExXfvo [T

RKTR—DFEEDEE| #2 )y 7 LET

B. Windows OZR K v 7 21T [ncpa.cpl] & AJJ LT Enter ¥ —%fTF L 9,

BE—HTIHERR
Q ncpa.cpl
—  JubO-) GRLIEE
Web D3
ncpa.cpl
R ncpa.cpl - web ERER3 > I rO-)) JCRIIES
Efr CE¥Windows¥system32
SREFAR
[ 1¢
0O EEEXLTERW
0 7p1misrEsE(
N2 lvials
pel ncpa.cpl|
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2 ARABEZ Yy 7 LT T a7 4 %
58P %NTT)

VROV ISRV

FINT-IEAYT-Fh

VE— b 7 RERER~=2 TV

AVE=—3y PERICEHLTWE A, v 2—7
3,

(4 =%F v b L Wi-Fi Lo BfFiTh

Ry MI-Ji%R

EE~

L-. Cisco AnyConnect Secure Mobility L"

== Client Connection >
-

SR TVEBLRYRT-2

STEP-3

e

ZunNT AL, UTO#Y

e EST
TyhI-72
Intel(R) 82574L Gigabit Network C...

~
~
23

[fvZ—Fv bt FTaranr -3

v 6(TCP/IPv6)] DIHH®DF = v 7 24 L T, OKF X v %7V v 7 LET,

9 1-vxyb@7O/T1
*yhI-7 xF

BEOAE

& Intel(R) 82574L Gigabit Network Connection

INEFERROEBEEEERLZT(O0):

X

Z5(0...

B Qos /{ryk Arva-3
a 128-Fyb FORI /(=37 4 (TCP/IPv4)

[l A

<

| a Microsoft Network Adapter Multiplexor Protocol

A JAb=JUN)...
&

J

g

#33. BFOMV5-2yb TORINTT.

TCP/IP version 6. HEBEINIEZI TGV NI -

JRNBEER
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Task3: &£ <523 Z&ER

FHIHERCRE, HEZFERIIC X < 52 TEIIE TR Z SRR 723 v, BRI A wBA X B
HbEL7ZE 0,

Q. FEGiikEE % L7\ T2 Ihttps://122.220.28.45/ctct | (TR TE ¥ A,

A HWNAY Y7 —=2000T 72 RXDGE, HENOAR Y V7 —2%F 2 7 4 OH|RT SSL-
VPN DE A IR 2 WRTREED & S 9,

ZORRE, THEEDOA Y P 7 =22 Fx 2 ) T4 OHIRAE VA Y P T = ITSMLZEI 0w
5L THEEBHECEL EFEI,

Q. Cisco AnyConnect Secure Mobility Client (SSL-VPN 27 7 A 7 v }) DA VY A b = AR TE A,
A EHH PC 250 ZXGHDOGE, IO X2 ) T4 K)o — B4 VR P = ARTERVY
APEHEMART = FOANDBROON5EG03H Y 5,

ZoIE, MAFTED PCEHELL TSMLZEnET L) THELBHVEL LT E 3,

Q. Cisco AnyConnect Secure Mobility Client (SSL-VPN 7 7 A 7 v +) %A v A b= L F L7225,
EhiEl ez 7 — 2 REL 7,

A WA Y V=22 0DT 72 2D5E, HHENOF Yy PV =272 F a2 ) T 4 Of|IRT SSL-
VPN DA R 22 AR & S v E 5

ZOBRIE, THEFOAY b7 —27%F 2 ) 74 DHIRMB R VA Y P T =206 ML ZE 0
T3 LS L BHCRL RIFE T,

Q. ERMEZIZTTE L7225 IP T FL A2 [192.168.253.x] TldH H & A,

A B AR vz och it SREICREIIS Y A,

CHHOBEEEIC X Y 323, [ipconfig] 2~ v FEZFEITWZWIZBRICEEORRBINDE 29,
Hf EORTRBETIN T 20d LILEEA,

WA Z A7 R =02l e, TROKLEVPERINTHE LEVwET,

[f =2y b TEXTEZ— =¥ 3V X

IPv4 7 FL R .............192.168.253.XXX |

Q. WHE T3 % Cisco AnyConnect DEEftIEAs, HHIMEL L 72 et L &S DT A ?

A FHNCEH S E L TH Y £ 3D Cisco AnyConnect DT, EhIEFEOHEZEHAE TS,
FERICHHE cfi I 2 8t i3, B sk b 3,

WHE TS 2 [Hehedt) o & LCix, WHEL HICH Y2 S Bix LET,
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